Security

Schwab’s security measures are designed to keep clients’
accounts safe. Client accounts at Schwab are protected in
multiple ways, and our security program brings together
complementary tools, controls and technologies to safeguard
client accounts and data. We continuously monitor our
systems, and we work collaboratively with government
agencies, law enforcement and other financial services firms
to address potential threats. We have a strong culture of
risk management.
Like other firms, we try to keep our behind-the-scenes
security measures and practices private—to make it more
difficult for fraudsters to gain an edge by understanding the
tools and techniques we apply. But here are some of the
important things we are doing.
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Using technology to protect
our clients
Technology features that protect Schwab
accounts include advanced encryption
technology to secure communications on
schwab.com. Our sites use multilayered
protections beyond login name and password
before granting access to an account. In the
event unauthorized account activity is
suspected, the user is prompted to answer
additional security questions, and failed
login attempts are limited.
Schwab.com also uses Extended Validation
Certificates to help clients verify that they
are accessing our authentic site, and not a
“spoofed” site masquerading as schwab.com.
Look for the green bar in front of the web
address at the top of your browser to confirm
that you’re on Schwab’s official, secure site.
The “https://” and padlock icon in the address
bar will additionally confirm you are on our
secure site.
Automated alerts and other actions also play
a behind-the-scenes role in our authentication
and monitoring processes. We use pattern
analysis and other advanced analytical systems
to detect suspicious account activity and deter
unauthorized access. Schwab’s fraud teams
monitor activity to detect suspicious behavior.
This allows us to spot attempted intrusions
and act on them quickly.

Providing strong operational
controls
We limit the number of employees who
have access to clients’ personal information,
and we enforce internal authentication
measures to protect against the potential for
social engineering. All employees who handle
sensitive information are trained in privacy
and security. Those employees are held to
high standards in adhering to established
protocol in order to ensure that client data
is kept private.

All of the channels through which clients have
access to Schwab are protected. When you
call us by phone, our representatives ask
for several pieces of identifying information
before you are authenticated and can conduct
transactions. When you visit a branch, we ask
you for a state-issued photo I.D. (such as a
driver’s license) or federal government-issued
I.D. (such as a passport).
When sensitive transactions occur in your
account(s), such as money being moved in or
out, or a purchase or sale of a security, or
when personal information is changed or
updated, we provide you with an alert. Certain
criteria cause various transactions to be
reviewed by specialists. In this process, highly
trained individuals review transactions for
indications that they may be fraudulent.

Playing an important role in
industry-leading groups
We participate in industry-leading forums
and organizations designed to collaborate on
emerging technology and security challenges
facing the global financial services sector,
as well as to coordinate critical infrastructure
and homeland security activities. These groups
include the Financial Services Information
Sharing and Analysis Center (FSIAC), the
Financial Services Sector Coordinating Council
(FSSCC), and BITS, the technology policy
division of the Financial Services Roundtable.

Offering the Schwab Security
Guarantee
At the end of the day, it’s all about trust.
To give our clients peace of mind, we
provide the Schwab Security Guarantee,
which states: Schwab will cover 100%
of any losses in any of your Schwab
accounts due to unauthorized activity.
Conditions apply. Click here for further
information.
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Brokerage Products: Not FDIC Insured • No Bank Guarantee • May Lose Value
Charles Schwab & Co., Inc. is an equal opportunity/affirmative action employer committed to diversifying its workforce. All applications are
considered without regard to race, color, religion, sex, sexual orientation, gender identity, national origin, age, disability, protected veteran
status, or based on any individual’s status in any group or class protected by applicable federal, state or local law.
The Charles Schwab Corporation provides a full range of securities, brokerage, banking, money management, and financial advisory services
through its operating subsidiaries. Its broker dealer subsidiary, Charles Schwab & Co., Inc. (“Schwab”), Member SIPC, offers investment
services and products, including Schwab brokerage accounts. Its banking subsidiary, Charles Schwab Bank (member FDIC and an Equal
Housing Lender), provides deposit and lending services and products. Schwab Advisor Services™ serves independent investment advisors and
includes the custody, trading, and support services of Schwab. Independent investment advisors are not owned, affiliated with, or supervised
by Schwab. Schwab Retirement Plan Services, Inc provides recordkeeping and related services with respect to retirement plans.
The Charles Schwab Foundation is a 501(c)(3) nonprofit, private foundation that is not part of Charles Schwab & Co., Inc. or its parent
company, The Charles Schwab Corporation.
©2017 Charles Schwab & Co., Inc. All rights reserved. Member SIPC. IAN (0717-YTK3) MKT97917-00 (06/17)
00196529

4

